MHOOPMALMOHHAA NMAMATKA /14 OBYHAKOLLNXCA

C KaXXabIM roaom MONOAEKN B UHTEPHETE CTAHOBUTLCA 60/bLUE, @ LUKOAIbHUKM O4HWN U3 CaMbIX aKTUBHbIX
nonb3oBartesieit PyHeTta. Mexay Tem, TOMUMO OrPOMHOIO KOZIMYECTBA BO3MOKHOCTEN, MHTEPHET HECET U
npobaembl. 3Ta NaMATKa A0AKHA NoMoYb Tebe 6e30MacHO HaxoANUTLCA B CETU.

KomnbloTepHbIe BUPYChI

KomnsromepHbili 6uUpyc - 3T0 pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPamm, OT/IMYUTEIbHOW 0COBEHHOCTbBIO
KOTOPOW ABAAETCA CMOCOBHOCTb K Pa3MHOMEHMIO. B 0MOIHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb MU
MOJIHOCTbIO YHUUTOXKMTb BCE (ait/ibl U AaHHblE, NOAKOHTPO/bHbIE MO/b30BaTE/N0, OT UMEHU KOTOPOro
6blna 3anyleHa 3apakEHHaa NPOrpaMmma, a Takxe NoBpeauTb WM AaXKe YHUUTOMKUTb OMNepaLMoHHYO
cuctemy co Bcemu daitnamu B LeoM. B 60/bLIMHCTBE Cay4aeB PacnpoCTPaHAOTCA BUPYCbl Yepes
NHTEPHET.

MeTozpbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamm:

1. Wcnonb3yih coBpeMeHHble OMepauNOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aluUTbl OT
BPEAOHOCHbIX NPOrpamm;

2. TMocToAHHO ycTaHaBAuBal namyu (LMdpoBbIe 3aMN1aTKKU, KOTOPble aBTOMATUYECKM YCTaHaB/IMBAOTCA
C uenblo AopaboTKM Nporpammsbl) U Apyrine obHOBAEHUA CBOEK onepaLMoHHON cucTembl. CKaumBal
MX TONbKO C oduuManbHOro caita paspabotumka OC. Ecam cywecTByeT pexMm aBTOMAaTUYECKOro
0b6HOB/IEHUSA, BKNIOYM €r0;

3. PaboTail Ha CBOEM KOMMbIOTEPE MNOJ MpaBaMW MOJb30BaTe/Is, a He agMWHUCTpPaTopa. ITO He
No3BO/IUT BONbLWNHCTBY BPEAOHOCHbIX MPOrpamMm WMHCTaN/IMPOBATbCA Ha TBOEM MNepcoHasibHOM
KOMNbloTEPE;

4. Wcnonb3y  aHTUBMPYCHble  MNpOrpaMmHble  MPOAYKTbl  M3BECTHbIX  MNpou3BoAuUTenein, c
aBTOMaTM4YeCKMM o0bHOBNEHNEM 6a3;

5. OrpaHuub GU3NYECKUNI AOCTYN K KOMMNbIOTEPY 418 MOCTOPOHHUX UL,

6. Wcnonb3yi BHELWHWE HOCUTENU MHDOPMALIMK, TaKMe KaK dnellKka, AUCK UAM daliNl U3 MHTEPHET],
TO/IbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpbiBalt KOMMblOTEPHbIE GaliNbl, NONYYEHHblE U3 HEHAAEXHbIX UCTOYHUKOB. [Jaxe Te daitnbl,
KOTOpble Npucian TBOM 3HAKOMbIN. Jlyylle yTOYHM Y HEro, OTNPaBAAa M OH Tebe uX.

CeTtn WI-FI

Wi-Fi - 3TO He BMA nepefayn AaHHbIX, HE TEXHOJIOMMA, a BCero Nuwb bpeHa, mapka. Eweé B 1991 roay
HUAEPNAHACKAA KOMMaHWA 3apernctpupoBana bpeHg "WECA", yto 0603Hayano croBocoyeTaHue
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBoaHan TOYHOCTL'.

[o Halero BpemeHW golina apyras abbpeBuaTypa, KoTopas ABNSAETCA TaKOM e TexHonornen. 3T1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6b110 4aHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTb".

[a, 6ecnnatHblIi MHTEPHET-AOCTYN B Kade, OTeNsAX M asponoprax ABAAETCA OTAUYHON BO3MOMKHOCTbIO
BbIXO4a B MHTEpHeT. Ho MHOrne 3KcnepTbl CYMTaloT, YTo obuiegocTynHble Wi-Fi ceTu He saBnawoTCA
6e3onacHbIMN.

CoseTbl No 6e3onacHocTM paboTbl B 06wenocTynHblx ceTax Wi-fi:

1. He nepegaBailt cBotO AMYHYyO MHPopMaumio yepe3 obwenoctynHble Wi-Fi ceTn. PaboTas B HuX,
yKenaTesibHO He BBOAMTbL Napo/iv AOCTyNa, JIOTUHbI U KaKMe-ToO HoMepa;



2. Wcnonb3yit 1 06HOBAAK aHTUBUPYCHbIE Nporpammbl U 6paHamayep. Tem cambim Tbl 06e3onacuilb
cebA OT 3aKauKM BMpPYCa Ha TBOE YCTPOWCTBO;

3. MNpu ncnonbsosaHun Wi-Fi otkntoumn ¢yHkumio "O6wmin goctyn K ¢parinam n npuHtepam”. [aHHan
dYHKUMA 3aKpbITA N0 YMOYaHUIO, OAHAKO HEKOTOPbIE NOJIb30BaTENIN aKTUBUPYIOT eé ana yaobcrea
NCNo/sib30BaHMsA B paboTe nam yuébe;

4. He wcnonb3yit nybanuHbin WI-FI ana nepegaym AWYHbIX A@HHbIX, Hanpumep, AN1A Bbixoda B
CouManbHble CETU MW B SNIEKTPOHHYIO NOYTY;

5. Mcnonb3yi To/AbKO 3alWméEHHOe coegmnHeHmne yepes HTTPS, a He HTTP, T.e. npun Habope Beb-aapeca
BBOAWN UMeHHOo "https://";

6. B mobunbHom TenedoHe oTkatoun dyHKUMIo "MogKkntoueHne kK Wi-Fi aBTomaTnueckun". He gonyckai
aBTOMATMYECKOTO NOAKAOYEHMA YCTPOMCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hallly }KM3Hb, MHOTWE Nt0AN PaboTaloT U KUBYT TaM NOCTOSIHHO, a B
Facebook ye 3apeructpupoBaH MuanMapg 4enoBeK, YTO ABNAETCA OAHON CeAbMOW BCEX KuUTenen
nnaHeTbl. MHOrMe Nosib3oBaTeNN He NMOHMMAIOT, YTO MHOPMAUMA, PasMeELLEHHAA UMKU B COLIMANbHbIX
ceTaAX, MOMeT ObITb HalZeHa U UCNO/Ib30BaHa Kem yrogHo, B TOM 4Yuc/ie He obs3aTenbHo ¢ 6aarumum
HamepeHUaMHU.

OcHoBHble coBeTbl NO 6e3o0nacHoOCTU B COUMaIbHbIX CETAX:

1. OrpaHu4b cNMcoK apysen. Y Teba B A4py3bax He A0/XKHO ObITb CIy4alHbIX M HE3HAKOMbIX togei;

2. 3almuwian cBOH YaCTHYIHO XM3Hb. He yKasbiBai naponu, TenedoHsbl, agpeca, faTy TBOETO POXKAEHMUA U
APYryto nYHyto MHGopMaLMIo. 3N10yMbIWIEHHUKM MOFYT MCNOAb30BaTb Aaxe MHGOPMALMIO O TOM,
KaK Tbl M TBOM POAMTENN NAAHUPYETE NPOBECTU KAHUKY/bI;

3. 3awmwan ceolo penyTauuio - AepKu eé B YMCTOTe M 3apaBali cebe Bonpoc: xoTen bl Tbl, YTOOBI
Apyrve Nonb3oBaTeNu BUAEAN, YTO Tbl 3arpyKaewb? MMoaymait, npexae Yyem 4To-T0 onybanMKoBaThb,
HanucaTb U 3arpysuTb;

4. Ecnv Tbl roBOpULWb C AOABMU, KOTOPbIX HE 3HAELWb, HE UCNO/b3YM CBOE peasnbHOEe UMS U APYryto
JINYHYI0 MHPOPMALMU: UMA, MECTO KUTENBbCTBA, MECTO YYEDBI N NpoYes;

5. Wsberai pasmelleHma dotorpaduin B MHTepHeTe, rae Tbl M306pakEH Ha MECTHOCTM, MO KOTOPO
MOKHO OnpeaenTb TBOE MECTOMNO/IOKEHWE;

6. [lpu pernctpaumm B COLMANBbHON CETU HEOHXOANMMO UCNONb30BaATb C/IOXKHbIE MAapPOan, COCTOALLNE U3
6YKB M UMP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. [nA coumanbHOM ceTu, NOYTbl U APYrMx CakuToB HEOHBXOAMMO MCMOb30BaTb pa3Hble naponun. Toraa
ecnu Tebs B3/1I0MAIOT, TO 3/1I0YMbILAEHHUKN MOAYYaT AOCTYN TONbKO K OAHOMY MECTy, a He BO BCe

cpasy.
D/IeKTPOHHbIE AeHbl

3ﬂ€KmpOHHbI€ deHb2u - 3TO OYeHb YA06HbIl‘/JI cnoco6b nnaTemeﬁ, OA4HaKO CywecCTBYHOT MOLUEHHUKWH,
KOTOpble XOTAT NOJIY4YNUTb 3TN AEHbIN.

3J'IeKTp0HHbIe AeHbrn NnoABUINCb COBCEM HEAABHO U MMEHHO MN3-3a 3TOTO BO MHOTUX TOCYy4apcCTBax 40 CUX
nop He NPonUCaHO NPO HMUX B 3aKOHaX.

B Poccuu e oHU d)yHKLI,l/IOHI/Ipy}OT N O HUX yXKe NPONnNCaHO B 3aKOHe, rae ux pasaenAaroT Ha HECKOJ/IbKO
BWA0B - aHOHUMHbIE U HEe aHOHUMHble. Pa3zHMLA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTca
nposoauTb onepaunun 6es Mp,eHTVId)MKaLI,MVI nonb3osatesia, a B HEaHOHWMMHDbIX VI,CI,EHTMd)VIKaLl,MFI
nosib3oBaTens ABaAseTca 0bA3aTebHOMN.

Takxe cneayeTt paszindatb 3NTIEKTPOHHDbIE CfJUGmele AeHbrn (paBHbI rocygapCTBeHHbIM BaJ'II-OTaM) n
9/1EKTPOHHbIE HEd)UGmele AeHbrn (He PaBHbI rOCy4apCTBEHHbIM BafHOTaM).



OcHOBHble coBeTbl N0 6e3onacHoM pa60Te C 91EKTPOHHbIMW AeHblramm:

1. MpuBAxnN K CYETY MOBUABHBIN TenedoH. 3To cambl YA06HbIN K BbICTPLIA CNOCO6 BOCCTAaHOBUTH
AOCTYN K CY€Ty. MpuMBA3aHHbIN TenedoH NOMOXKET, ecnn 3abygelb CBOM NAATEXHbIN NAapoOab UK
3anaélb Ha CalT C HE3HAKOMOrO YCTPOMCTBA;

2. Wcnonb3yii ogHopasoBsble napoaun. Nocne nepexona Ha ycuaeHHyo aBTopm3auuio Tebe yxe He bygeT
YrpoXKaTb ONaCHOCTb KPaXKu UK nepexsaTa NAaTéXKHOro napons;

3. Bbibepu cnoXKHbINM Naposb. MpecTynHUKam byaeT He NPoCTo yraAatb CAOXKHbIA Naposnb. HaaéxKHble
naposn - 3TO Napoau, KOTOpble copep’KaT He MeHee 8 3HAKOB M BK/IOYAIOT B Ce6A CTPOYHblE U
nponucHble 6ykBbl, UMPPbI M HECKO/SIbKO CUMBOJIOB, TakMe Kak 3HaK gonnapa, o¢yHTa,
BOCK/IMLATE/NbHbIN 3HAK U T.N. Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE AaHHbIE HA CaliTaX, KOTOPbIM HE A0BepAeLlb.

DNIEeKTPOHHAA NoYTa

S71eKMpPoHHAA MoYMa - 3TO TEXHONOMMA U NPeaocTaBAfeMble elo YCAYTU Mo Mepecblike U NoayYeHuto
3JIEKTPOHHbIX COOBOLLEHM, KOTOpble pacnpeaenatoTcs B KOMMbIOTEPHOU ceTu. OBbIYHO 3/IEKTPOHHDIN
MOYTOBLIN ALWMK BbIFNAAUT CNeayrolmMm obpasom: UMA_nosab3osamena@umsa_oomeHd. TaKKe Kpome
nepenayn NPocToro TeKCTa, MMeeTcs BO3MOXKHOCTb NepeaasaTh dalibl.

OcHoBHble coBeTbl Mo 6e30nacHoi paboTe ¢ 31EKTPOHHO NOYTOM:

1. Hapo BbibpaTb NpaBubHbLIA MOYTOBbIA CEPBUC. B MHTEPHETE €CTb OFPOMHbIN BbibOpP b6ecnnaTHbIX
NMOYTOBbIX CEPBUCOB, OAHAKO /lydlle AOBEPSATb TEM, KOTO 3HAELLb, U KTO NEPBbIA B PEUTUHTE;

2. He vyKasblBal B JMYHOW Mo4YTe JIMYHYO WHPopmaumio. Hanpumep, nydwe BbIGpaTh
"my3bikanbHblli_paHam@" wnv "pok2013" BmecTto "memal3";

3. WUcnonb3yih AByxaTanHyko asTopu3auMio. ITO Korga MNOMMMO Maposs HyXKHO BBOAMTb Kog,
npucbliaemblin no SMS;

4. Bblbepu CNOXKHbIA MNaponb. ANA KarKAoro noyToBOro fllMKa [AOJIKeH ObiTb CBOM HaAEXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ec/nu ecTb BO3MOXHOCTb HanncaTb CaMoMy CBOM IMYHbI BONPOC, UCMO/b3YI 3TY BO3MOXHOCTb;

6. Wcnonb3yii HECKONBKO NOYTOBLIX ALLMKOB. [epBbili AN YaCTHOW NePEnUCKU C agpecaTaMm, KOTOPbIM
Tbl AoBepAeLlb. ITO 3/IeKTPOHHbIN aApec He HaAo MCNOo/b30BaTh MPU PerncTpaumMm Ha gpopymax u
cauTax;

7. He oTKpbiBai ¢aibl U APYrMe BAOXKEHUS B MUCbMaXx, Aa’Ke €CAU OHW NPULIAM OT TBOUX ApY3eil.
Jlydwe yTOUYHW y HUX, OTNPABAAAN NN OHW Tebe 3Tn daiinbl;

8. Tocne oKoHYaHUA pPaboTbl Ha MOYTOBOM CepBUCe Nepes 3aKpPbITUEM BKIAAKM C CAUTOM He 3abyab
HaKaTb Ha "BbinTn".

KnbepbynnunHr nnm sBupTyanbHoe n3aeBaTeNbCTBO

KubepbynnuHe - npecnefoBaHne coobLLEHMAMM, COAEPIKALLMMU OCKOPBAEHNA, arpeccuto, 3anyruBaHue;
XY/IMFaHCTBO; COLMabHOE BOMKOTUPOBAHWE C MOMOLLBIO PA3/INYHBIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnMHrom:

1. He 6pocaiica B 601. Jlyywnin cnocob: NocoBeToBaTLCS Kak cebA BECTU U, ECZIN HET TOTO, K KOMY MOXKHO
06paTUTbCA, TO BHaYale yCnoKoutbcA. Ecam Tbl HauHELW b 0TBEYaTb OCKOPHAEHUAMM Ha OocKopbHAeHUs,
TO TOJIbKO eLLé bonblue Pa3oXKKEWb KOHPIMKT;

2. Ynpasnsaii cBoelt Kubeppenytaumei;

3. AHOHMMHOCTb B ceTn MHMMmaa. CyuiecTBytoT cnocobbl BbIACHWUTb, KTO CTOMT 3@ QHOHWMHbIM
aKKayHTOM;

4. He cToUT BECTU XY/IUTAHCKMIA 06pa3 BUPTYaNbHOM KM3HU. UHTEPHET GUKCUMPYET BCe TBOW AENCTBUA U
CoXpaHsaeT ux. Yaanutb ux byaet kpaitHe 3aTpyaHUTENbHO;



5. Cobntogai cBOO BUPTYaNbHYIO YECTb CMOJIOAY;

6. WrHopupyi eaMHUYHbIN HeraTne. O4HOPa30Bble OCKOPOUTENbHbIE COOBLLLEHMSA lyYLle UTHOPMPOBATD.
Ob6bI4HO arpeccus NpeKpaLLaeTca Ha HayabHOM CTaamu;

7. bBaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COODBLLEHUAMM, B COUMABbHBIX CETAX €CTb
BO3MOHOCTb 6/I0KMPOBKM OTNPABKKN COOBLLLEHWNI C oNpesenéHHbIX aapecos;

8. Ecau Tbl cBuaetenb kKMbepbynnmHra. Teon AeicTBuA: BbICTYNUTb NPOTUB NpecnenoBaTend, NnoKkasaTtb
emMy, 4YTO ero [AelcTBMA OLEHMBAIOTCA HEeraTMBHO, MNOAAEPNKATb KEPTBY, KOTOPOM HYXKHA
NMCUXON0MMYECKan MOMOLLb, COOBLLMTL B3POCAbIM O PpaKTe arpeccMBHOIO NOBEAEHMA B CETU.

MobunbHbI TenepoH

CoBpemeHHble cMapThOHbI U NAAHLWETbI coaepKaT B cebe BNosiHe B3poC/iblii GYHKLUMOHAN, U TENEPb OHU
MOTYT KOHKYPWPOBaTb CO CTaLMOHapHbIMU KomNbtoTepamu. O4HaKO, CPeacTB 3almTbl AN NogobHbIX
YCTPOICTB NOKa 04YeHb Masio. TeCTUPOBaHME U MOUCK YA3BUMOCTEN B HUX NPOUCXOAUT HE TaK MUHTEHCUBHO,
Kak ana MK, To ke camoe KacaeTcsi U MOOWJIbHbIX MPUTOMKEHNIA.

CoBpeMeHHble MObBW/IbHble 6pay3epbl yKe MPaKTUYECKM [OOrHa/M HacTOJibHble aHanorM, OAHaKo
pacwmpeHne GyHKLMOHAa BIEYET 32 060 60/bLUIYIO CIOXKHOCTb M MEHbLLYIO 3aLULLEHHOCTb.

[laneko He Bce NPOM3BOAUTENN BbINYCKAOT 0BHOBAEHWA, 3aKPbLIBAIOLLME KPUTUYECKME YA3BUMOCTM ANA
CBOMX YCTPOWCTB.

OcHoBHble coBeTbl A1A 6e3onacHOCTU mobuabHoro TenedoHa:

Huuero He aBnseTca no-HacToswemy 6ecnnatHbiM. Byab ocToporkeH, Beab Koraa Tebe npeanaratot
6ecniaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO NaTHbIE YCAYTW;

Oymaii, npexae yem otnpasuTtb SMS, ¢oTo unm Bnaeo. Tbl TOYHO 3Haellb, FAe OHU ByayT B KOHEYHOM
utore?

HeobxoaMmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOEFO CMapTPOHa;
Mcnonb3ayii aHTUBUPYCHbIE NPOrpaMmmbl A1 MOBUNbHbLIX TenedoHOB;

He 3arpy>Kal71 NPpUAOXKeHNA OT HEeM3BeCTHOrNro UCTOYHWUKa, BeAb OHU MOTYT coaepXaTb BpPedJOHOCHOe
nporpammHoe O6€CI‘IE‘-IEHVIE,'

Mocne Toro KakK Tbl BblitAellb C caiTa, rae BBOAUA INYHYIO MHPOPMAaLNIO, 3ali4M B HAaCTPOIKM Bpay3epa u
yoanu cookies;

Mepuoguyeckn NpoBepaAii, KakmMe NaaTHbIe YCIYrM akTUBUPOBAHbI HA TBOEM HOMEPE;
[aBaii cBo HoMep MObUBbHOTO TenedoHa TO/IbKO OAAM, KOTOPbIX Tbl 3HAELWb U KOMY L0BEPAELUb;
Bluetooth gosxkeH 6bITb BbIK/IIOUEH, KOTAa Tbl UM He Nosib3yelbcs. He 3abbiBali MHOTAa NPOBEPATH 3TO.

Online urpbl

CoBpeMeHHble OHAMH-UIPbl - 3TO KPACOYHble, 3aXBaTbIBAlOWME pa3B/evyeHnsn, obbeauHaWmMe COTHU
TbICAY YeNOBEK NO BCcemy MMUPY. MrpoKM uccneayioT AaHHbIM MM mMup, obwatoTca Apyr C APYrom,
BbIMNO/IHAIOT 33a4aHWNA, CPaAXKaloTCA C MOHCTPaMM WM NOAYYAlOT OMbIT. 32 yAO0BOILCTBME OHW MAATAT:
MOKYNaoT AMCK, OMNIAYNBAIOT aBOHEMEHT MM MPMODBPETAIOT KaKMe-To ONuuK.

Bce aTM cpeactBa MAyT Ha NOAAEP)KaHWE W pasBUTME Wrpbl, a TaKXKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3ALMM, BbIMYCKAIOTCA HOBble MNatuM (umdpoBble 3annaTkM gnas
nporpammy), 3aKpblBatOTCA YASBUMOCTU CEPBEPOB.



B I'IO[],O6HbIX nrpax CTOUT onacaTtbCA He CTO/IbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu1 TBOEro naponaAa, Ha
KOTOPOM OCHOBaHa CUCTEMaA aBTOpU3aLnmn 60NbLWINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro NUTPOBOro akKKayHTa:

1. Ecnn gpyroin urpok Bedét ceba naoxo unm co3aaér tTebe HeNPUATHOCTU, 3aDNOKMPYIM ero B cnucke
WUTrPOKOB;

2. T[loxkanymcs agMMHUCTPATOPaM Urpbl Ha N0X0e NOBEeAEHUE 3TOr0 UrPOKa, KeslaTe/IbHO NPUNOKMUTD

KaKue-To A0Ka3aTe/bCTBa B BUAE CKPUHOB;

He ykasbiBai n4Hy0 MHPopmaumio B npodaitne mrpbi;

YBaxai gpyrmx y4aCTHUKOB NO UTpe;

He yctaHaBnMBal HeodumuUManbHble NaTyn U MOAbI;

Mcnonb3yii CNoXKHbIE U pa3Hble NApoau;

[axke BO Bpemsi UrPbl He CTOUT OTK/OMATb aHTMBMpPYC. [oKa Tbl Urpaellb, TBOM KOMMbIOTEP MOTYT

Nouhsw

3apa3nTb.

PULLINHT nan Kpaxa IMYHbIX JaHHbIX

O6bIuHOI Kpaxel AeHer U AOKYMEHTOB CErOAHA Y)Ke HUKOrO He YAMUBULLbL, HO C Pa3BUTUEM UHTEpPHeT-
TEXHOJIOTUI 3/I0YMBILLJIEHHUKM NEePEMECTU/IUCL B MHTEPHET, U NPOAO/IKAIOT 3aHUMaTbeA "nrobnmbim”
OeNoMm.

TaK nosBMAacb HOBas yrpo3a: MHTEPHET-MOLLIEHHNYECTBA UM QULLWHT, TNaBHas Lie/lb KOTOPOro COCTOUT
B MOAYyYEHMM KOHPUAEHUMANBHBIX AaHHbIX NO/b30BaTENEN - IOTMHOB M Naposiei. Ha aHrIMicKom AsbiKke
phishing unTtaetca Kak ¢puwmHr (ot fishing - pbibHas nosns, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PUWNHIOM:

1. Cnean 3a cBoMM akkayHTom. Eciu Tbl nopgospeBaellb, YTO TBOSA aHKeTa bOblna B3/floMaHa, TO
HeobxoamMmo 3ab6/0KMpoBaTb €€ M CoObWUTL aAMMHUCTPATOPaM pecypca 06 3TOM KaK MOXKHO
CKopee;

2. Wcnonb3syit 6e3onacHble BeB-CaiTbl, B TOM YNC/IE, MHTEPHET-MArasnHOB U NMOUCKOBbLIX CUCTEM;

3. Wcnonb3ayi cnoxHble 1 pasHble Napoan. Takum obpasom, ecnm Tebs B3OMALOT, TO 3/10YMbILIAEHHUKN
noJiyyaT 4OCTYN TONIbKO K OA4HOMY TBOEMY NPOdUIIO B CETH, a HE KO BCEM;

4. Ecnn Teba B3nOManu, To HEOOX0AMMO NpeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpble f06aBAEHbI Y
TebA B Apy3bAX, O TOM, YTO Tebs B3/IOMaIM U, BO3MOXKHO, OT TBOEro MMeHU ByAeT paccblaTbCsA cnam
N CCbINIKM HA GULLNHIOBbIE CalTbl;

5. YcraHoBM HagéxHbin naponb (PIN) Ha MOBUNbHbLIN TenedoH;

6. OTKNOUM coXpaHeHWe Naposia B bpaysepe;

7. He oTKpbiBait ¢ainbl U Apyrve BNOXKEHMA B MUCbMAX, AaXKe €C/IM OHWM NPULLAM OT TBOUX APYy3ei.
Jlydwe yTOUYHW Yy HUX, OTNPABAAAN NN OHW Tebe 3Tu dalinbl.

Llndposasa penytaumsa

Undposaa penytaums - 3TO HEraTMBHas WM NO3UTMBHaA WHboOpmauua B ceTm o Tebe.
KomnpomeTupyowaa uHGopmauma, pasmewéHHaas B WHTEPHETe, MOXeT cepbé3HbiIM obpasom
OTpa3uUTbCA Ha TBOEeN peanbHOW XM3HU. "LUudposaa penytauma" - 3TO TBOM MMWUAXK, KOTOpPbIA

dopmumpyeTca us nHpopmaLmMm o Tebe B UHTEpHETE.

TBOE MECTO KUTeNbCTBa, y4€6bl, TBOE PUHAHCOBOE MONOMKEHNE, OCOBEHHOCTM XapaKTepa U paccKasbl O
671M3KMX - BCe 3TO HaKan/IMBaeTcs B CETU.

MHoOrne NoApOCTKM NIErKOMbICIEHHO OTHOCATCA K Ny6AnKauumn AvyHoin nHdopmaunm B UHTepHeTe, He
NMOHMMas BO3MOXKHbIX MOC/ieacTBMi. Tbl AayKe He CMOMKeWb A0rafatbCa O TOM, 4To ¢oTtorpadus,
pasmeléHHan 5 et Hasag, cTana NPMYMHOMN 0TKasa NPUHATL Tebs Ha pabory.



KommeHTapuu, pasmelleHune Teomx poTtorpadumii n apyrme AenCTBUA MOTYT He MCHE3HYTb AaKe nocne
TOrO, KaK Tbl UX yAaAUWb. Tbl He 3HAelb, KTO COXPaHW/ 3Ty MHPOPMaUMIo, NoMnana i OHa B NMOMCKOBbIE
CUCTEMbI M COXPaHMIACh 1N OHAa, a INIaBHOE: YTO NOAYMAtOT O Tebe OKpyXKalowue Ntogu, KoTopble HanayT
N yBUAAT 3T0. HaT MHGOpMaLMIO MHOTO NIET CMYCTA CMOXKET /1060 - KaK U3 fo6pbix NobYKAeHWN, TaK
N C HAMEepPEHUEM MPUYNHUTD Bpes,. ITO MOXKET ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3aLMTe UndpPOoBOI penyTaumu:

1. Moayman, npexae 4em 4To-To Ny6/IMKOBaTL M NepeaasaTb y cebs B 610re UM B coLManbHOM cetu;
B HacTpolikax npodunaa ycTaHOBM OrpaHMYEHNA Ha NPOCMOTP TBOEro Npoduas 1 ero coaepKMmoro,
cAaenan ero TonbKo "ana gpysein”;

3. He pasmeLlali U He yKasbiBal MHPOPMaALLMIO, KOTOPAS MOKET KOro-1Mb0o 0CKOpbAATL AU 0BUKaTD.

ABTOpCKOEe NpaBso

CoBpeMeHHble WKOAbHUKM - aKTUBHbIE No/b30BaTenn LMdpPoBoro npoctpaHcTsa. OAHaKo Aaneko He Bce
3HAOT, YTO MO/IL30BAHME MHOIMMMM BO3MOMKHOCTAMU LUUGPOBOro mupa TpebyeT cobnogeHma npas Ha
WHTENIeKTYaIbHYH0 COBCTBEHHOCTb.

TepmuH "MHTEeNNeKTyaibHasA COBCTBEHHOCTb" OTHOCUTCS K Pas3/IMYHbIM TBOPEHUAM YE/I0BEYECKOro YMa,
HAa4YMHAA C HOBbIX M30OpPeTEHNN N 3HaKoB, 0603HaYalOWMX COOCTBEHHOCTb HA MPOAYKTbI U YCAyrun, u
3aKaHuYMBasA KHUramu, poTorpaduamm, KWUHOGUAbLMaMM U My3blKa/IbHbIMU MPOU3BELEHUAMM.

ABTOpPCKME MNpaBa - 3TO MpaBa Ha MWHTENNEKTya/bHYl0 COBCTBEHHOCTb Ha MNPOM3BEAEHMA HayKW,
NMTepaTypbl M WMCKyccTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTMM TOro, 4TO
WHTEN/IeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He 6yaeT HampacHbiM, AacT emy Ccnpasea/ivBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/abTaTax CBOEro TpyAa, NONY4YnUTb M3BECTHOCTb M NMPU3HaHUe. HMKTO 6e3
paspelleHnss aBTopa HE MOKeT BOCMPOU3BOAWUTL €ro MpousBefeHne, PacnpocTpaHATb, My6anYHO
AeMOHCTPUPOBaTb, NpPoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MNPOKaT, MNyBAMYHO  WUCMOHATD,
NOKa3sblBaTb/UCNONHATL B 3$UpPE UM pasmeLlaTtb B MHTepHeTe.

Mcnonb3oBaHWe "nupatckoro" nporpamMmHoro obecrneyeHus MOMKET MPUBECTM K MHOMMM pPUCKam: OT
NoTepun AaHHbIX K TBOMM aKKayHTam [0 6/10KMPOBKM TBOErO YCTPOMCTBA, r4e YCTaHOBAEHA He/leraabHas
nporpamma. He cTouT TakxKe 3abblBaTb, YTO CYLLECTBYHOT SierasibHble U becnnaTHble MPorpaMmmsl, KOTOpble
MOXHO HalTK B CeTH.

[JaHHaa namATKa npegocTaBneHa [lenapTaMeHTOM rocyZapcTBEHHON MonuMTukM B cdepe obuwero
obpasoBaHua MuHucTepcTBa 06pa3oBaHUA U Hayku PO B coctaBe nnucbma Ne08-1184 ot 14 mana 2018 .



